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"Tunosble TpeboBaHMa NO opraHM3aunn n obecneveHnto

hYHKUMOHNPOBaHUS WncpoBasbHbIX (KpUNTorpaduyeckmnx) [JoKyMeHT npepocTasneH KoHcynbranTlaoc
CpeacTB, NpeAHa3Ha4veH... [lata coxpaHeHus: 31.08.2015
YTBEpXKOEHbI

pykosoacTteom 8 LleHtpa ®CB Poccuu
21 cpeBpansa 2008 r. N 149/6/6-622

TUNOBbLIE TPEBOBAHUA
no OPrAHU3ALWUN N OBECNEYEHUIO ®YHKLIMOHUPOBAHUA
LWNWPPOBAJIbHbIX (KPUMTTOPA®UHECKUX) CPEACTB, NPEAHA3HAYEHHbBIX
AnsA 3AWUTbl MUHEOOPMALWMWU, HE COOEPXALLEN CBEOEHUW, COCTABJIAIOLLNX
rOCYOAPCTBEHHYIO TAUHY, B CITYYAE UX NCMOJNIb3OBAHUA
AnsA OBECNEYEHUA BE3OMNACHOCTU NEPCOHAIbHBIX AAHHBLIX
NnPU X OBPABOTKE B UH®OPMALIMOHHbIX CUCTEMAX
NEPCOHANbHbIX OAHHbIX

1. O6LWwue nonoxeHus

1.1. Hactoswume TpeboBaHusa onpedensitoT MOPSAOK opraHmsauum u obecnedeHuss YyHKUMOHUPOBAHMS
wndpoBanbHbIX (KpunTorpaduyecknx) CpeacTB, NpegHasHayYeHHbIX AN 3awuTbl MHOPMaUMK, He coaepxallen
CBELEHUIN, COCTaBISAIOLLNX rOCYAapCTBEHHYIO TallHy (Oanee - KPUNTOCPEACTBO), B Clydae WMX UCMNOMb30BaHUA AONs
obecneyeHnss 6e30MacHOCTU NepCOHarnbHbIX AaHHbIX npu  ux obpaboTke B  WHMOPMALMOHHBIX CUCTEMaX
nepcoHanbHbIX AaHHbIX (anee - HpopmaLMoHHas cuctema).

1.2. HacTosilume TpeboBaHus paspaboTaHbl BO UCMOJTHEHNE:

- ®epepanbHoro 3akoHa "O nepcoHanbHbIX AaHHbIX" oT 27 utons 2006 r. N 152-03 (CtaTtha 19);

- DonoxeHns o6 obecnevyeHnn 6e30MacHOCT NEPCOHAarbHbLIX aHHbLIX MPU UX 06paboTke B MHEOPMALMOHHbIX
cUcTeMax NepcoHanbHbIX AaHHbIX, YTBepXAeHHoro NoctaHoBneHnem lNpasutensctea PP ot 17 Hosibpsa 2007 r. N 781
(nanee - MNonoxeHwne);

- DonoxeHunsa o PepepanbHon cnyxbe 6e3zonacHoctu Poccuiickorn ®egepauun, yTBEpPXKAEHHOrO YKa3oMm
MpesugeHTa Poccuiickon ®epepauuu ot 11 asrycta 2003 r. N 960.

1.3. Hactosilume TpeboBaHus:

- ABMIAOTCH 06A3aTENbHBIMY AMs onepaTopa, OCyLLEeCTBAILWEro oopaboTky NnepcoHanbHbIX OaHHbIX, a Takke
nuua, KOTOPOMY Ha OCHOBaHMM [OroBopa onepaTtop nopyyaet oOpaboTKy MepCoHanbHbIX OaHHbIX, U (Unun) nuua,
KOTOPOMY Ha OCHOBaHWM [OroBopa ornepatop MnopyvaeT oOKasaHwe Yycrnyr no opraHu3aumm un obecneyeHuto
6e3onacHOCTM 3aLMTbl NePCOHarnbHbLIX AAHHBLIX NPU UX 06paboTke B MIH(POPMALMOHHON CUCTEME C UCMOSb30BaHWEM
KpuntocpencTts. [pu 3TOM CyLEeCTBEHHbIM YCMOBWEM [0OroBopa SBMnsieTcsi 0083aHHOCTb YMOMHOMOYEHHOro nuua
obecneuntb KOH(PMAEHUMANbHOCTL MEepPCOoHamnbHbIX AaHHbIX M 0e30nacHOCTb MEepCOHanbHbIX OaHHbIX MpU KX
o6paboTke B MHPOPMALIMOHHON CUCTEME B Cryyasx, NPeayCMOTPEHHbIX AENCTBYIOLLMM 3aKOHOAATENbCTBOM;

- pacnpocTpaHsTCS Ha KPUNTOCPEeACTBa, NpeAHa3HavYeHHble Ansa obecneveHns 6e30MacHOCTN NEPCOHaNbHbIX
OaHHbIX Mpu ux o6paboTke B MH(OPMALMOHHBLIX CUCTEMAX MEepPCOHarnbHbIX OAHHbIX, BCE TEXHUYECKMe cpeacrtea
KOTOpbIX HaxoasTcs B npegenax Poccuiickon depepauumu, a Takke B CUCTeEMax, TEXHUYECKME CPeACcTBa KOTOpbIX
YaCTMYHO UMK LIeNMKOM HaxoaaTca 3a npegenamu Poccuiickon ®eagepaunu;

- HEe OTMeHsT TpeboBaHMSA VHbIX OOKYMEHTOB, PErNamMeHTMPYIOLWMX NOpsiAoK obpalleHnss co  cnyxebHom
MHdOpMaLMeEN OrpaHUYEeHHOro pacnpoCcTpaHeHus B heaepanbHbIX OpraHax UCMOSHUTESNTbHOW BNacTu.

OnepaTop ¢ y4eToM OCOOEHHOCTEN CBOEN [OeATENbHOCTU MOXEeT paspabaTtbiBaTb He npoTMBopevalime
HacTosAwmMM TpeboBaHMAM METOANYECKME PpEKOMEHAALIMM NO X NMPUMEHEHMUIO.

Wcnonb3yemble ans uenen HactosAwmx TpeboBaHUi TePMUHBI M ONpeaeneHus npueseaeHsl B MNpunoxennn 1.

2. OpraHusaums n obecrnedeHne 6esonacHOCTN 0b6paboTkK
C UCMONb30BaHMEM LUNEPOBAnbHbIX (KpUnTorpadnyeckunx)
CpefcTB NepcoHarbHbIX AaHHbIX

2.1. besonacHocTb 06paboTKM MepcoHanbHbIX AaHHbIX C MCMNOMb30BaHWMEM KPUNTOCPEACTB OPraHusyloT WU
obecneunBaloT onepaTtopbl, a Takke nvuUa, KOTOPbIM Ha OCHOBaHUW [AOroBopa ornepatop nopy4aeT o0paboTky
nepcoHanbHbIX AaHHbIX, U (MNK) NUUa, KOTOPbIM Ha OCHOBaHWM [OroBOopa onepaTop Nopy4YaeT oOKasaHwe ycnyr no
opraHmsaumm n obecneyennto Hes3onacHocTn 006paboTkn B MHEAOPMALMOHHOW CUCTEME MEPCOHANbHbIX OAHHbIX C
MCMonb3oBaHMEM KPUNTOCPEACTB.

ObecneyeHve 6e30NacHOCTM MNepCOHanbHbIX AaHHbIX € UCMNOMb30BaHWEM  KPUNTOCPEACTB  AOMMKHO
OCYLLECTBMATLCA B COOTBETCTBUM C:

1) Opukazom PCB Poccum ot 9 cheBpana 2005 r. N 66 "O6 yrtBepxaeHun [lonoxeHnss o paspaboTke,
NpOM3BOACTBE, peanuaaummn u aKkcnnyaraummn WwudpoBarnbHbIX (Kpuntorpadguyecknx) cpeacTts 3awmTbl MHGOPMaLMK
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(MonoxeHue MK3-2005)";

2) OoctaHornenvem [MpasutensctBa PP o1 29 pekabpsa 2007 r. N 957 "O6 yTBepxaeHUM MOMOXEHUA O
NULEH3NPOBaHUN OTAENbHbLIX BWMAOB AEATENbHOCTW, CBSA3AHHLIX C  LWKM@pPOBanbHbIMU  (KpUiTOrpadunyeckmmm)
cpeacrteBamn”;

3) MeToamyeckummn pekoMeHngaumaMu Mo obecrneyeHnio C NOMOLLbIO  KpunTocpeacTB  6e3onacHocTu
nepcoHanbHbIX AaHHbIX MPKU X 0bpaboTke B MHHOPMALIMOHHBIX CUCTEMAaX NEPCOHANbHbIX AAHHbIX C MCMONIb30BaHNEM
cpeacts aTomaTtusaumm (N 149/54-144, 2008, dCE Poccun);

4) Hactosawumu TpebosaHuamu.

2.2. OnepaTopbl HECYT OTBETCTBEHHOCTb 3a COOTBETCTBUE MPOBOAMMbBIX UMW MEPOMNPUSATUIA MO OpraHM3aumm u
obecneyeHunto 6ezonacHoCcTM 06paboTKM C MCNONBb30BAHNEM KPUMTOCPEACTB MEPCOHANbHbIX AaHHbLIX JMUEH3MOHHBLIM
TpebOBaHNSM N YCMOBWUSIM, 3JKCMyaTaUMOHHOM W TEXHUYECKOW [OKyMEHTauuu K KpUNTOCpeAcTBaM, a Takke
HacTosAwmMM TpeboBaHMAM.

[Mpn aTOM onepaTopbl AOMKHbI 0becneynBaTh KOMMIEKCHOCTb 3aluTbl NEepPCOoHanbHbIX AaHHbIX, B TOM 4ucne
NoCpeaCTBOM MPUMEHEHUSA HEKpMNTOrpanyeckux cpeacTs 3allmThl.

2.3. Mpun paspaboTke W peanu3auMm MeponNpUATUIA MO opraHu3auun u obecneyeHntio 6HesonacHoCcTu
nepcoHanbHbIX AaHHbIX Npu ux o00paboTke B WHAOPMALMOHHOM CUCTEME oOnepaTop WU  YMOSTHOMOYEHHOE
onepaTopoM fMLO OCYLLECTBISAET:

- pa3paboTKy A58 KaKgon MHAOPMAaLMOHHON CUCTEMBbI MEPCOHAalNbHbIX AaHHbIX MoZenu yrpo3 6esonacHocTu
nepcoHanbHbIX AaHHbIX NpKU X obpaboTke;

- pa3paboTky Ha OocHoBe MoAenu yrpo3 cucteMbl 6e30nMacHOCTU MepcoHanbHbIX AaHHbIX, obecnevmBaloen
HerTpanusauunio BCex NepeyncnerHHbIX B MOAENN Yrpos;

- onpegeneHne HeobXxoOMMOCTM UCMOMb30BaHWS Kpuntocpeacts Anst obecrnedeHus  Ge3onacHoOCTU
nepcoHasnbHbIX AaHHbIX W, B Cly4ae MOMOXUTENbHOrO peLleHusl, onpedernieHne Ha OCHOBE MoAenu yrpo3 Lenu
MCMNOMb30BaHNs KPUNTOCPEACTB AN 3aLlMThl NEPCOHArbHbIX AAHHbIX OT HEMPaBOMEPHOIO MMM CyYanHOro AocTyna K
HUM, YHUUTOXEHUS, M3MEHEHUS, BNOKMPOBaHUS, KOMMPOBaHWUA, pPacnpoCTpaHeHUs MepcoHanbHbIX AaHHbIX U (M)
WHbIX HEMPaBOMEPHbIX AENCTBUI Npu nx obpaboTke;

- YCTAHOBKY U BBOA B 3KCMyaTauuio KpUNTocpeacTB B COOTBETCTBUM C IKCMyaTaUMOHHON M TEXHUYECKOMW
OOKyYMeHTaUMen K 3TUM cpeacTBam;

- MPOBEPKY FOTOBHOCTU KPUMNTOCPEACTB K WCMOMb30BAHUIO C COCTABMEHUEM 3aKMOYEHWUIA O BO3MOXHOCTU UX
aKcnnyaTaunu;

- oByyeHve nuu, NCNonb3yLWUX KpMNTocpeacTaa, pabote ¢ HUMK;

- MO3K3EMMMSPHBLIN YYeT UCNOMNb3yeMbIX KpUNTOCPEACTB, JKCMyaTauMOHHOW M TEXHWYECKOM OOKYMEHTauun K
HUM, HOCUTENen NepCcoHanbHbIX AAHHbIX;

- YYET Nuu, JOoNyLLEHHbIX K paboTe ¢ KpUNTocpeacTBamMu, NpeaHasHavyeHHbIMU Ans obecneveHnss 6Ge3onacHoOCTH
nepcoHasnbHbIX AaHHbIX B UHPOPMALIMOHHONM cucTeme (Nnonb3oBaTeny KpUNnTOCPEACTB);

- KOHTPOIb 3a cobnogeHmem yCrnoBun NCNONb30BaHMSA KpMNTOCPEACTB, NPegyCMOTPEHHbIX 3JKCMyaTaunoHHON
N TEXHNYECKOWN JOKYMEHTaLUNEN K HUM;

- pa3bupaTtenbCTBO M COCTaBMEHUE 3aKMOYEHUN MO hakTaMm HapyLleHWs YCrOBUWA XpaHEHUs HocuTenen
nepcoHanbHbIX  AaHHbIX, WCMONb30BaHUA  KPUMNTOCPEACTB, KOTOpble  MOryT MPUBECTM K  HapyLUeHWIo
KOH(OMAESHUMANBHOCTM MEPCOHANbHbLIX AaHHBIX WU APYrM  HapyLUEHWsIM, MPUBOASILLMM K CHVKEHWMIO YPOBHS
3aLLUMLLEHHOCTU NEePCOHanbHbIX AaHHbIX, pa3paboTKy M NPUHATUE Mep MO MPeAoTBPALLEHMIO BO3MOXHbIX OMACHbLIX
nocrneacTBui NOAOOHbBIX HAPYLLEHWUN;

- OnUCaHVe OpraHU3aLMOHHbLIX M TEeXHWYECKUX Mep, KoTopble onepaTop o06s3yeTcsa OCyWwecTBASATb MNpu
obecneyeHnn 6Ge30NacHOCTM NepCcoHarnbHbIX OaHHbLIX C UCMOMb30BaHWEM KPWUMNTOCPEACTB npu ux ob6bpaboTke B
WMHMOPMALMOHHBIX CUCTEMAX, C YKa3aHMEM B YaCTHOCTU:

a) Hgekca, YCNoBHOrO HAaMMEHOBaHUSA U PErMCTPALMOHHBIX HOMEPOB UCTOSb3YeMbIX KPUMTOCPEACTB;

0) COOTBETCTBUS pa3MELLEHNST U1 MOHTaXa annapaTtypbl 1 060pya0OBaHWs, BXOASLLErO B COCTaB KPUMTOCPEACTB,
TpeboBaHNsIM HOPMATMBHOW JOKYMEHTALMM 1 NpaBuiaM Nofib30BaHUS KpUNTOCPEACTBaMU;

B) COOTBETCTBUSA NOMELLEHN, B KOTOPOM pa3MeLLeHbl KpMNTOCPEACTBA U XPaHUTCS KNtoyeBas AOKYMeHTaums K
HUM, HacToAWwum TpeboBaHNsaM C ONMCaHMEM OCHOBHbIX CPeACTB 3alUnThbI;

r) BbiNonHeHus TpeGoBaHMM K MaTepuarnbHbiM HOCUTENSM OMOMETPUYECKMX MepCoHanbHbIX AaHHbIX W
TEXHOJIOMMAM XPaHEHUS TAKUX AaHHbIX BHE MHCPOPMALMOHHBIX CUCTEM MEPCOHAarbHbLIX JAHHbIX.

OnucaHve NpUHATLIX Mep AOMMKHO OblTb BKITHOYEHO B YBEAOMIEHWE, NPEeAyCMOTPEHHOE YacThio 1 cTaThn 22
depnepanbHoro 3akoHa "O nepcoHanbHbIX AaHHbIX".

2.4. MNMonb3oBaTenu KpMNToCpeacTB JOMYyCKaTCA K paboTe ¢ HAMM NO peLleHunio, yTBEpPXK4aeMoMy onepaTopoMm.
Mpu Hannunn aByx 1 Bonee nonb3oBaTenemn KPUNTOCPEACTB 06A93aHHOCTM MeXAY HUMKW JOIMKHbI BbITh pacnpeaeneHsl
C Y4eTOM MepcoHarnbHOMW OTBETCTBEHHOCTM 3a COXPaHHOCTb KPUNTOCPEACTB, KIOYEBOW, SKCNnyaTauMOHHOW U
TEXHUYECKOW JOKYMEHTaLMK, a TaKkKe 3a MOPyYEHHbIE y4acTkn paboThl.

2.5. MNonb3oBaTenu KpUNTocpeacTe 06sA3aHbI:
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- He pasrnawatb MHGOPMaUUI0, K KOTOPOW OHWM AOMyLLEHbl, B TOM 4YUCNEe CBEOAEHMS O KpunTOoCpencTBaXx,
KMoYeBbIX JOKYMEHTaX K HUM U ApYrMX Mepax 3aliuThbl;

- cobntogatb TpeboBaHus k obecrnedeHnto 6e30nacHOCTU NepcoHarnbHbIX AaHHbIX, TpeboBaHUs K obecneveHnto
©e30nacHOCTU KPUNTOCPEACTB U KIMHYEBLIX JOKYMEHTOB K HUM;

- coobLaTh O CTaBLUIMX UM U3BECTHBIMM MOMbITKAX MOCTOPOHHUX fWL MOfyYMTb CBeAeHus 00 MCnonb3yembix
KpMNTOCPEACTBAaxX UK KINOYEBbIX JOKYMEHTAX K HUM;

- HEMe[eHHO YyBeOOMMsATb onepaTtopa O daktax yTpaTbl WM HEAoCTayuM KPUMTOCPEACTB, KIHOYEBbIX
JOKYMEHTOB K HWM, KIOYel OT MOMELLEHUIR, XpaHUMULL, NMYHbIX nedaten n o gpyrux daktax, KoTtopble MoryT
NPUBECTM K pasrialleHnto 3almaeMbix NepcoHanbHbIX AaHHbIX;

- coaTb KPUNTOCPEACTBA, IKCMyaTaUMOHHYI0 U TEXHUYECKYHO JOKYMEHTAUMIO K HUM, KITHOYEBbIE [OKYMEHTbI B
COOTBETCTBMM C NOPSAKOM, YCTAHOBMEHHBbIM HacToAWwuMN TpeboBaHWSIMW, MPU YBONIBHEHWM WU OTCTPAHEHMU OT
ncnonHeHnst 0693aHHOCTEN, CBA3AHHbIX C UCMONb30BaHWEM KPUNTOCPEACTB.

2.6. ObecneveHne YHKUMOHMPOBAHUA M Ge3onacHOCTM KpUMNTOCPEACTB BO3MaraeTcsd Ha OTBETCTBEHHOro
nonb3oBaTensa KpUMNTOCPEeACTB, MMELEro HeobXoauMbIN ypoBEeHb KBanuUKaluu, HasHavyaemoro npukasom
onepartopa (ganee - OTBETCTBEHHbIN NOMb30BaTENb KPUNTOCPEACTB).

HonyckaeTtcst BO3noxeHne yHKLUIN OTBETCTBEHHOTO NOJMb30BaTENS KPUNTOCPEACTB Ha:

- OAHOTO M3 Nofb30BaTeNemn KPUNTOCPEAcCTB;

- Ha CTPYKTypHOe noapasfeneHne WM [OJMKHOCTHoe nuuo (paboTHuKa), OTBETCTBEHHbIX 3a obecneveHue
©e30nacHOCTU NepPCOHarbHbIX AAaHHbIX, HA3Ha4YaeMbIX ONepaTopomMm;

- Ha cneumanbHOE CTPYKTYpHOE noApasieneHve no 3awmte rocygapCTBEHHOW TaWHbl, MCMOMb3ylowee Ans
3TOro WundpoBarbHble CPeacTBa.

2.7. OTBETCTBEHHbIE MONb30BATENN KPUMNTOCPEACTB [OOJDKHbI  UMETb  (DYHKUMOHAnbHble 00S3aHHOCTM,
pa3paboTaHHble B COOTBETCTBMM C HACTOALWMMK TpeboBaHUAMMN.

2.8. Tpn onpegeneHMn o06s3aHHOCTEN MONb30BaTeNs KPUMNTOCPeACTB HeobxoouMMO  y4uMTbiBaTb, YTO
BesonacHocTb 06paboTkM € MCNONb30BaHNEM KPUMNTOCPEACTB NepCoHalnbHbIX AaHHbIX obecneynBaeTcs:

- cobnogeHneM nonb3oBaTensMn KpuMnTocpeacTB KOHMAEHUMANbHOCTN Npy obpalleHun co CBeOeHUAMMU,
KOTOpble UM JOBEPEHbl UMW CTann M3BECTHbI NO paboTe, B TOM YMCME CO CBEAEHUSIMU O (DYHKLMOHUPOBAHUM U
nopsigke obecneyeHms 6e30NacHOCTU NPUMEHSAEMbIX KPUNTOCPEACTB U KIHOYEBBLIX JOKYMEHTAX K HUM;

- TOYHbIM BbIMOSIHEHMEM MOMb30BATENAMU KPUMNTOCPEACTB TpeboBaHum K obecneyeHnto 6Ge3onacHocTu
nepcoHanbHbIX AaHHbIX;

- HAOEXHbIM XpaHEHWEM 3JKCMfyaTauuMOHHOM M TEXHUYECKOM OOKYMEHTauuW K KpUMNTOCpeAcTBaM, KYeBbIX
OOKYMEHTOB, HOCUTENen MHopMaLnmM orpaHMYEeHHOro pacnpocTpaHeHus;

- obecneyvyeHneM NpUHSITLIX B COOTBETCTBMU C TpeboBaHWsIMM K MaTepuanbHbiM HOCUTENSM OUOMETPUYECKNX
nepcoHasnbHbIX OaHHbIX M TEXHOMOMMSAM XPaHEeHWUst TakuX OAHHbIX BHE WHEOPMALMOHHBIX CUCTEM MEPCOHArbHbIX
OaHHbIX Mep;

- CBOEBPEMEHHbIM BbISIBIEHWEM TMOMbITOK MOCTOPOHHUX NUL,  MONYyYUTb CBEOEHMS O  3alluvLiaeMblX
nepcoHanbHbIX AaHHbIX, 06 NCNONb3YEMbIX KPUNTOCPEACTBAX MUKW KITHOYEBBLIX JOKYMEHTAX K HAM;

- HEME[TeHHbIM NPUHATUEM Mep MO NPeaynpexXaeH o pasrnalleHns 3almlaeMblX NepcoHarnbHbIX AaHHbIX, a
Takke BO3MOXHOW UX YTEYKN NPU BbISIBIIEHNN (DAaKTOB yTpaThl UMW HEJOCTa4n KpUNTOCPEACTB, KIOYEBLIX OOKYMEHTOB
K HUM, YOOCTOBEPEHUIA, MPOMNYCKOB, KMOYen OT NOMELLEHUI, XpaHunuLy, celdoB (MeTannmyeckux LwkadoB), MUYHbIX
neyaTen un T.n.

2.9. Jlnuya, odopmnsiemble Ha paboTy B KayecTBe Monb3oBaTterniell (OTBETCTBEHHbLIX MONb30BaTeENen)
KPMNTOCPEACTB, AOMKHbl ObiTb O3HAKOMMEHbl C HacTosWwUMKW TpeboBaHUSMM W OPYTUMU  OOKYMEHTaMMu,
pernameHTUpyLWMMKN opraHmsanmio M1 obecnedeHne 6e30nNacHOCTM NepcoHasnbHbIX AaHHbLIX Mpu ux obpaboTke B
MHOPMALIMOHHBIX CUCTEMaX, MOL PacnuMCKy W HecyT OTBETCTBEHHOCTb 3a HecobntogeHve uMuM TpeboBaHui
yKas3aHHbIX JOKYMEHTOB B COOTBETCTBMM C 3akOHOAATENbLCTBOM Poccuiickon ®enepauun.

2.10. TeKyLuin KOHTPOIb 3a opraHu3auuen n obecrnedeHnem pyHKUMOHMPOBAHNS KPUMTOCPEACTB BO3MaraeTcs
Ha onepaTtopa 1 OTBETCTBEHHOIO MOSb30BaTENS KPUNTOCPEACTB B Npegenax nux cryxebHbiX NOSTHOMOYNA.

2.11. KoHTpomnb 3a opraHusauuen, obecnedeHnem QYyHKLUMOHMPOBaHUS U 6Ge30onacHOCTU KpUNTOCPEAcTs,
npegHasHadeHHbIX Anst 3aWwuTbl MepcoHarnbHbIX OaHHbIX Mpu KUXx 06paboTke B MH(OPMALMOHHBLIX CUCTEMAX
nepcoHanbHbIX AaHHbIX, OCYLLECTBMSeTCa B COOTBETCTBUM C [ENCTBYIOLMM 3aKOHOAATENbCTBOM Poccuickon
denepaumm.

2.12. B cny4ae HeOOXOAMMOCTM B3aUMOLENCTBUSA ONepaTopoB MHPOPMALIMOHHBIX CUCTEM MPU UCMOMb30BaHWM
KpunTtocpeacTB Ansa obecneyeHnst ©OesonacHOCTM 00paboTKM  NepcoHanbHbIX  AaHHbIX  AfS  OpraHusaumm
B3aMMOENCTBUSI KPUNTOCPEACTB MO PELLEHMIO ONEepaTopoB MEPCOHANbHbIX AaHHbIX BbIAEMSETCS KOOPAVHUPYOLLMIA
OpraH, OTBETCTBEHHLIN 3a obecneyeHne 6Ge30MacHOCTU MEPCOHanbHbIX [AaHHbIX, YKa3aHUs KOTOPOro SABMAHTCA
ob6s3aTenbHbIMK ANst BCEX MNOMb30BaTenen KpunTocpeacTs.

3. Mopsanok obpalleHusi ¢ KpUNTocpeacTBaMm U KpUMTOKIIoYaMu

KoHcynbTaHTlINOC

www.consultant.ru Crpanvua 3 13 10
HafeXxHasa npaBoBan noaAepXXkKa


http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru

"Tunosble TpeboBaHMa NO opraHM3aunn n obecneveHnto

hYHKUMOHNPOBaHUS WncpoBasbHbIX (KpUNTorpaduyeckmnx) [JoKyMeHT npepocTasneH KoHcynbranTlaoc
CpeacTB, NpeAHa3Ha4veH... [lata coxpaHeHus: 31.08.2015

K HUM. MeponpusiTusi npy KOMMPOMETaLIMN KPUNTOKIOYEN

3.1. Nonb3oBaTenu KPUNTOCPEACTB 00A3aHbI:

- He pasrnawaTb MHOPMaLUIO O KIOYEBBIX JOKYMEHTAX;

- HEe JonycKaTb CHATUE KOMUI C KIMKYEBbIX JOKYMEHTOB;

- He gonyckaTtb BbIBO, KITFOYEBbIX JOKYMEHTOB Ha aucnnen (MoHuTop) N3BM vnu npuHTep;

- He gornyckaTtb 3anvcy Ha KIoyYeBOn HOCUTESb MOCTOPOHHEN NHopMaLmu;

- He JonyckaTb YCTaHOBKU KOYeBbIX AOKYMEHTOB B Apyrue MNOBM.

3.2. Mpu HeobX0AMMOCTY Nepeaayn No TEXHUYECKMM CPEACTBAM CBA3U CINY>KeOHbIX COOBLLEHMI OrpaHN4YEeHHOro
JOCTyna, Kacalwmxcs opraHm3aumm n obecrnedeHnss OyHKUMOHNPOBAHUSA KPUMNTOCPEACTB, YKasaHHble COOOLLeHus
HeoOX0AMMO nepefaBaTh TOSBKO C UCMONb30BaHWEM KpUNTOCPEACTB. [epedaya no TEXHUYECKUM CpeacTBamM CBSA3M
KPUNTOKIIOYEN He AONyCKaeTCs, 3a WCKMYEHUEM CrneumarnbHO OPraHM30BaHHbLIX CUCTEM C AeLeHTParm3oBaHHbIM
CHabXXeHneM KpMNTOKITYaMMu.

3.3. Kpuntocpeactea, ucnonbdyemble ans obecneveHus 6e30MacHOCTM NEPCOHasnbHbIX AaHHbIX MNpU KX
obpaboTke B WMHGOPMALMOHHBIX CUCTeMax, MNOAnexaT Yy4yeTy C MWCNOMb30BaHWEM WHOEKCOB WM YCMOBHbIX
HaVMEHOBaHWUM U PETNCTPALUOHHBIX HOMEPOB.

[MepeyeHb MHOEKCOB, YCITOBHbIX HAMMEHOBAHUA U PEIMCTPALMOHHBIX HOMEPOB KPUMTOCPEACTB OnNpeaensercs
depnepanbHom criyxbon 6esonacHocTn Poccuiickon degepaumm.

3.4. Vicnonb3yemble Unun xpaHumble KpUNTOCPEeACTBa, 3KCMyaTaunmoHHas U TEXHUYECKas AOKYMEHTaUMs K HUM,
KrnoyeBble JOKYMEHTbI NoAanexaT noaksemMnnapHomy yyety. PekomeHagyemble popMbl npuBeaeHsl B Mpunoxernmn N 2.
Mpn aTOM MporpaMMHbIE KPUNTOCPEACTBA OOMMKHbI YYUTbIBATbCA COBMECTHO C annapaTHbiMW CpeAacTBamu, C
KOTOPbIMM OCYLLIECTBISETCA UX LITaTHOE (OYHKUMOHWpoBaHMe. Ecnn annapaTHble unu annapaTHO-MpOrpaMMHble
KpPMNTOCPEeACTBa MNOAKMYAKTCA K CUCTEMHOW LUMHE WM K OQHOMY M3 BHYTPEHHUX WHTEPdENCOB annapaTHbIX
cpencTs, TO Takme KPUNTOCPEACTBa Y4YMTbIBAOTCS TakkKe COBMECTHO C COOTBETCTBYOLMMMW  annapaTHbIMM
cpencrTeamu.

EonHvuen noak3emnnsapHOro yverta KIo4eBblX AOKYMEHTOB CUMTAETCH KIHOYEBOW HOCWUTENb MHOFOKpPaTHOro
MCMonb30BaHus, KNoYeBor 6NOKHOT. Ecnv oanH 1 TOT e KMo4eBON HOCUTENb MHOMOKPaTHO MCMONb3YIOT AN 3anucu
KPUNTOKIKOYEN, TO €ero Kaxabli pa3 cnegyeT perMcTpupoBaTth OTAENbHO.

3.5. Bce nony4yeHHble 3K3eMMIsipbl KpMNTOCPEACTB, SKCMITyaTaUMOHHOW U TEXHWUYECKOW AOKYMEHTaLUMn K HUM,
KMOYEBbIX JOKYMEHTOB AOMKHbI ObITh BblAaHbl MO PAcnmncKy B COOTBETCTBYIOLLEM XKypHare No3K3eMMIIspHOro y4yeta
nonb3oBaTensM KpMNTOCPEACTB, HECYLLIMM NepCOoHanbHY OTBETCTBEHHOCTb 38 UX COXPaHHOCTb.

OTBeTCTBEHHbIN NOMb3oBaTernb KPUNTOCPEACTB 3aBOANT U BedeT Ha KaxO4oro nornb3oBaTtens KpunTocpeacTs
NVLEBOK CYET, B KOTOPOM PErncTpupyeT YUCTIALWMECS 38 HUMW KPUNTOCPEACTBa, 3KCMMyaTaluMoHHYI0 U TEXHUYECKYHo
OOKYMEHTALMIO K HAM, KINoYeBbIE AOKYMEHTHI.

3.6. Ecnn akcnnyaTaunoHHOW M TEXHUYECKON JOKYMEHTaUMeN K KpuntocpeacTsamM NpeayCcMOTPEHO NMPUMEHEHNE
pa30BbIX KIKOYEBbIX HOCUTEMNEN UM KPUNTOKIIOYN BBOAAT M XPaHST (Ha BECb CPOK MX OEWUCTBUSI) HENOCPEACTBEHHO B
KpMNTOCPeACTBax, TO TAKOW pa3oBbIi KIOYEBOW HOCUTENb UMW ANEKTPOHHASA 3annCb COOTBETCTBYIOLLErO KpMNTOKIHOYa
OOMKHbI PEerncTpnpoBaThbCs B TEXHUYECKOM (annapaTHOM) XypHane, BeayLleMcs HernocpeacTBEHHO Mnonb3oBaTenem
KpuntocpeacTs. B TexHnyeckom (annapaTHOM) XypHare OTpaxatoT Takke AaHHble 06 akcnnyaTaumnm KpMnToCpeacTs U1
Opyrve cBefdeHusl, NpedyCMOTPEHHbIE 3JKCMNyaTauMOHHOM W TEXHUYECKOW [OKyMeHTauuen. B uHbIX cnyyasx
TEXHUYECKUI (annapaTHbIi) XXypHar Ha KpUNTOCpeACcTBa HE 3aBOANTCS (€CNW HET NPAMbIX YKa3aHUM O ero BeeHuu B
KCMIyaTauMOHHOW UIU  TEXHUYECKOW [OKyMEHTauum K KpUNTocpeAacTBam). TunoBad ¢opMa TEXHMYECKOro
(annapaTHoro) xxypHana npusegeHa B lNpunoxexuun N 3.

3.7. lepemaya KpunTOCPEOCTB, 9KCMMyaTaUMOHHOM W TEXHUYECKOM [OKYMEHTauUM K HUM, KIHYEBbIX
OOKYMEHTOB [0MNyCcKaeTCcs TOMbKO MexXay nornb3oBaTensiMu KpMntocpeactTs M (Mnv) OTBETCTBEHHbLIM MNONb3oBaTenem
KpMNTOCPEACTB MOA Pacnvcky B COOTBETCTBYIOLLMX >XypHanax MO3K3eMMMspHOro ydeTa. Takad nepegada Mexay
nonb3oBaTensiM1M KpMNToCpeacTB AOMKHA ObiTb CaHKLMOHUPOBaHa OTBETCTBEHHbBIM NOMNb30BaTENEM KPUNTOCPEACTB.

3.8. Nonb3oBaTenu KPUNTOCPEACTB XPaAHAT MHCTaNNMPyOLMe KPUNTOCPEACTBA HOCUTENW, SKCMyaTaLUOHHYHO 1
TEXHUYECKYI0 OOKYMEHTaUMI0 K KPWUNTOCPEACTBaM, KM4YeBble [OOKYMEHTbl B LWKadax (AwmMkax, XpaHunuiiax)
WHOVMBUOYANbHOIO MOMb30BaHUSA B YCMOBUSIX, WUCKMOYaWUX OGEeCKOHTPOMNbHBLIM AO0CTYN K HWUM, a Takke WX
HenpegHaMepeHHoe YHNUYTOXEHUe.

Monb3oBaTenu KpMNTOCPeACTB NpeayCcMaTpuBaloT Takke pasgenbHoe 6e3onacHoe XpaHeHue OEeNCTBYHLINX U
pe3epBHbIX KMOYEBbIX JOKYMEHTOB, MPeAHAa3Ha4YEHHbIX ANs NMPUMEHEHUS B Cryvyae KOMMpoOMeTauuu OeNCTBYHLLUX
KMOYeBbIX JOKYMEHTOB.

3.9. AnnapaTHble CpeacTBa, C KOTOPbIMW OCYLLECTBASETCHA LTaTHOe (YHKLUOHMPOBaHWE KPUNTOCPEACTB, a
Takke annapaTHble 1 annapaTHO-NPOrpaMMHbIE KpUNTocpeacTBa AOMKHbI ObiTb 060pyAoBaHbl CpeacTBaMyM KOHTPONS
3a MX BCKpblITMEM (omedvaTaHbl, onnombupoBaHbl). MecTto onevaTtbiBaHUSA (OMNMOMOUPOBaHWUST) KPUNTOCPEACTB,
annapaTtHbIX CPeACTB [OIPKHO ObiTb Takum, 4TOObl €ro MOXHO OblNo BM3yanbHO KOHTpomnupoBaTb. [Mpu Hanuuum
TEXHUYECKOW BO3MOXHOCTU Ha BPEMS OTCYTCTBUSA NMONb3oBaTeNen KpUNTOCPEACTB yKasdaHHble CpeAcTBa Heobxooumo
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OTKMOYaTb OT NIMHMM CBA3M 1 yBrpaTb B onevaTbiBaeMble XpaHUnLLa.

3.10. Kpuntocpeactesa u KroYeBble OOKYMEHTbl MOryT [OCTaBnATbCcs enbaberepckon (B TOM  yucne
BEOMCTBEHHOWN) CBA3bID MMM CO CreuuanbHO BblAENEHHbIMU  ONepaTopoM OTBETCTBEHHbIMU  MOMb30BaTENSIMM
KpUNTOCPEACTB U COTPYAHMKaMM npu cobniogeHnn Mep, ncknovawmx 6eckoHTPOnbHbIN AOCTYN K KpunTocpeacTBam
1 KNIOYEBBLIM AOKYMEHTaM BO BpeEMSsi JOCTaBKM.

JKCnNyaTauMoOHHYI0 N TEXHUYECKYIO AOKYMEHTALMIO K KPUNTOCPEACTBaM MOXHO MepechbiliaTb 3akasHbIMWU UMK
LEeHHbIMW MOYTOBLIMM OTMPAaBAEHUSAMMU.

3.11. lna nepecbInkn KPpUNTOCPEACTB W KIHOYEBLIX AOKYMEHTOB OHW AOSDKHbl ObiTb MOMELUEHbl B MPOYHYIO
YMaKOBKY, UCKI0YaIOLLYI0 BO3MOXHOCTb UX (PM3NYEeCKoro NoBpexXaeHUst U BHELLHEro BO3AeNCTBUs, B 0COBEHHOCTU Ha
3anucaHHyto KnoyeByto nHdopmaumio. Kpuntocpeactsa nepechbinarT OTAENbHO OT KIoYeBbIX JOKYMEHTOB K HAM. Ha
yrnakoBKax ykasblBatoT orepaTopa Miv OTBETCTBEHHOrO MOSb30BaTens KpUNTOCPEACTB, ANA KOTOPbIX 3TW YMaKOBKM
npegHasHayeHbl. Ha Takux ynakoBkax genarT nomMeTky "JIMYHo". YnakoBkuM ornedvaTtbiBaloT Takum obpas3om, 4ToObl
UCKroYanacb BO3MOXHOCTb U3BIEYEHUS N3 HUX COAEPKUMOro 6e3 HapyLLeHUs YNakoBOK U OTTUCKOB nevaTu.

[o nepBoHayanbHOW BbICLINKM (MM BO3BpalleHus) agpecaTty coobLlalT OTAerNbHbIM MUCbMOM  OnucaHue
BbICbIfTaeMbIX €My YNakoBOK U MevaTen, KOTOPbIMU OHWU MOTYT ObITb OnevaTaHb!.

3.12. [Ins nepecbInkM KpUnToCcpeacTB, IKCMIyaTaUMOHHOW U TEeXHWYECKOW OOKYMEHTauuMuM K HWUM, KIoYeBblX
AOKYMEHTOB criegyeT noaroToBUTb CONPOBOAMTENbHOE MMCbMO, B KOTOPOM HEODXOAUMO yKasaTb: YTO NOCbINaeTCcs U B
KakoM Konu4ecTBe, y4eTHble HoMepa U3genvin unm JOKYMEHTOB, a Takke Npy HeobXoAMMOCTN Ha3HaYeHne U NOPSAOK
NCMNoMb30BaHWs BbICbINIaeMoro otnpasneHns. ConpoBoanTensHOe NMCbMO BKNaabiBalOT B OAHY U3 YNaKOBOK.

3.13. lNony4eHHble yNakoBKU BCKPbIBAET TONbKO ONepaTop UNn OTBETCTBEHHLIA MONb30BaTeNb KPUNTOCPEACTB,
ONA KOTOpbIX OHM MNpefHasHadeHbl. Ecnv copgepXumoe nonyvyeHHOW YNakoBKW He COOTBETCTBYET yKasaHHOMY B
COMPOBOAMUTENBHOM NWCbME MMM CaMa ynakoBKa M MnevaTb - UX ONWCaHuMio (OTTMUCKY), @ TakKe e€ecnu YynakoBka
nospexaeHa, B pe3ynbTaTte Yero obpasosancs cBoOOAHbIN AOCTYMN K ee COAepXMMOMY, TO nofyyartenb cocTaBnseT
aKT, KOTOPbIN BbICbINAeT OTnpaBuTento. MNofyyeHHble C TakMMK OTNpaBMlEHWAMW KPUNTOCPEACTBA W KIHOYEBble
OOKYMEHTbI 4O NOMyYeHns yKasaHui OT oTnpaBuTensi NPUMEHATb HEe paspeLuaeTcs.

3.14. lpn obHapyxeHun 6pakoBaHHbIX KMYEBbIX AOKYMEHTOB WM KPUMNTOKMOYEN OOWH  3K3eMnnsp
OpakoBaHHOro M3genus crnegyeT BO3BpPaTWTb W3rOTOBUTENIO ANA YCTAHOBMEHWS MPUYMH MPOMCLUEALIEero U KX
yCTpaHeHus B JarnbHeNLeM, a OCTaBLUMEC 3K3eMNNsApbl XPaHUTb A0 MOCTYMEHWUS AOMNONHUTENbHbIX yKa3aHui oT
N3roToBuTENS.

3.15. TMonyyeHne KpuUNTOCPEACTB, IKCMSyaTauUOHHOM W TEXHUYECKOW [OOKYMEHTauMM K HWUM, KIoYeBbIX
OOKYMEHTOB [JOJPKHO ObiTb  MOATBEPXKOEHO OTMpaBMTEN0 B  COOTBETCTBUM C  MOPSOKOM, YKas3aHHbIM B
conposoanuTernbHoM nucbme. OTnpasuTens 0653aH KOHTPONUPOBaTL OCTaBKY CBOMX OTMNpaBneHvun agpecatam. Ecnu
OT agpecaTta CBOEBPEMEHHO HE NOCTYNUIO COOTBETCTBYIOLEro NOATBEPXAEHMUS, TO OTNPaBUTENb AOMKEH HanpaBuTb
eMy 3anpoc U NPUHATb Mepbl K YTOYHEHWNIO MECTOHAXOXAEHNSA OTMPaBEHUN.

3.16. 3aka3 Ha U3roToBMEHNe oyepedHbIX KMOYEBbIX OOKYMEHTOB, WX W3rOoTOBfIEHME W pacChifky Ha MecTa
NCMONb30BaHMA AN CBOEBPEMEHHOW 3aMeHbl AeNCTBYIOLMX KIIOYEBbIX [OKYMEHTOB criedyeT Mpov3BOAWTb
3abnaroBpeMeHHo. YKa3aHve O BBOAEe B [JeWCTBME oO4epeHblX KMYeBbIX [OOKYMEHTOB MOXeT ObiTb AaHo
OTBETCTBEHHbIM MNOfMb30BaTeENEeM KPUNTOCPEACTB TOMbKO MOCne MOCTynfneHuss OT BCEeX 3auHTepeCOBaHHbIX
nonb3oBaTenemn KpMNTocpeacTs NoATBEPXKAEHUS O NONYYEHUN MU OdepedHbIX KNoYeBbIX JOKYMEHTOB.

3.17. Heuncnonb3oBaHHble UNWN BblBeAEHHble M3 OEWACTBMSA KMOYeBble AOKYMEHTbl moanexaT BO3BpalleHuto
OTBETCTBEHHOMY MOSb30BaTEN0 KPUNTOCPEACTB UMM MO €ro yKa3aHuo AOSMKHbI ObITb YHUUTOXEHbI Ha MecTe.

3.18. YHMUTOXEHME KPUMNTOKIYEN (MCXOOHOW KIHOYEBOW MHGOPMaLUK) MOXET MpOM3BOANTLCS NyTeM
PU3NYECKOTO YHUYTOXKEHUS KITHOYEBOrO HOCUTENSA, Ha KOTOPOM OHM pacnofiokeHbl, WX NyTeM CTMpaHus
(paspyLueHnsa) KpunToknodern (UCXOOHOW KnoyeBoW MHGopmauuu) 6e3 noBpexaeHUs KryeBoro Hocutens (ons
obecneyeHns BO3MOXHOCTW €ro MHOTOKpaTHOroO NCMofb30BaHUS).

KpmnTokntoum (MCXoQHYH0 KMo4eByo MHGOPMaLMIO) CTUPAT MO TEXHONOMMKU, NPUHATOW ANA COOTBETCTBYHOLLMX
KIMOYEBbIX HOCUTENEN MHOrOKPaTHOro UCMOfb30BaHus (anckeT, komnakT-auckoB (CD-ROM), Data Key, Smart Card,
Touch Memory un T.n.). HenocpencTBeHHble OEWCTBUS MO CTUPAHMIO KPUMNTOKMHOYEA (MCXOAHOW  KITHOYEBOM
WHdopmaumm), a Takke BO3MOXHblIE OrpaHWYEHUS Ha AdanbHenlee MNpUMEHeHMe COOTBETCTBYIOLLMX KIOYEBbIX
HOCUTENen MHOrOKPaTHOrO UCMONb30BaHUSA PernameHTUPYOTCH 9KCMyaTaLuUoHHON U TEXHUYECKON JOKYMeHTaumnen K
COOTBETCTBYIOLLUM KPUNTOCPEACTBAM, 8 TakkKe YKasaHUsMW opraHu3aumu, Npou3BOAMBLUEN 3annCb KPUNTOKIHOYEN
(ncxogHom knoveBow MHGopMaLmm).

KntoyeBble HOCUTENW YHUYTOXAaKOT MNyTeM HaHeCEHUs WM HeyCTPaHMMOro (M3NYECKOro MNOBpPEXAeHUs,
WCKIIOYaoLWero BO3MOXHOCTb WX WCMONb30BaHMSA, a Takke BOCCTAHOBIEHMS  KMOYEeBOW  MHGOopMaumu.
HenocpeactBeHHble AENCTBUS MO YHUUTOXEHWUIO KOHKPETHOTO TuMa KIKYEBOro HOCUTENS pernameHTUMpyloTcs
3KCMyaTaUMOHHOM U TEXHUYECKON OOKYMEHTauMen K COOTBETCTBYHLUMM KPUMNTOCPEeACTBaM, a TakkKe yKasaHUsMu
opraHusauuy, NPpon3BoAMBLLEN 3anNUCb KPUNTOKMOYEN (MCXOOHON KroYeBOW MHGopMaLmm).

BymaxHble M npoyve cropaemble KIIOYEBbIE HOCUTENW, a TakkKe 9KCMNyaTauMOHHYI0 W TeXHUYECKy
OOKYMEHTaUMI0O K KpUNTOCpeACTBaM YHUUTOXAaKT MNyTeM CXKWraHus MM C NMOMOLLbi0 Mobbix GymaropesaTteribHbIX
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3.19. Kpuntocpencrtea yHMYTOXaOT (YTUNM3MPYHOT) NO PELLEHUo onepaTtopa, BragetoLwero kpunrtocpeacrsamu,
W C yBeAOMIEHUEM OpraHnsauun, OTBETCTBEHHOW B cooTBeTcTBUM C [1K3-2005 3a opraHu3aumio MO3K3eMMrsipHOro
y4yeTa KpUnTocpeacTs.

HaMe4deHHbIe K YHUUTOXEHUIO (YTUNU3aLmmn) KpunTocpeacTsa NoanexaT U3bATUMIO M3 annapaTHbIX CpeacTs, C
KOTOPbIMW OHW OYHKUMOHUPpOBanu. [pyn aTOM KpUNTOCPEACTBA CUATAIOTCHA U3bATBIMU U3 annapaTtHbIX CPEeACTB, ecnu
ncnonHeHa npegycMOTpeHHas aKCnnyaTauMoHHOW U TEXHUYECKOW AOKyMEeHTauuen K Kpuntocpeactsam npouegypa
yaaneHus nporpaMMHOro obecneyeHns KpMnTocpeacTs Y OHW MOSMTHOCTbIO OTCOeAUHEHbI OT annapaTHbIX CPEACTB.

3.20. NpurogHble Ansa AanbHEWLWero NCNonb30BaHNs y3nbl U AeTanu annapaTtHbiX CpeAcTB o0Llero HazHavyeHus,
He npegHa3HayYeHHble creuunanbHO ANs annapaTHOW peanu3auun  Kpuntorpacpuyeckux anropuTMOB WM MHBIX
PYHKLUMI KpUNTOCPEACTB, @ Takke COBMECTHO paboTatwllee C KpunTocpeacTBamu obopygoBaHue (MOHUTOPHI,
MPUHTEpPbI, CKaHepbl, KnaBuaTypa W T.N.) paspellaeTcs MCMonb3oBaTb MOCME YHUUTOXEHWUs KpuntocpeactB 6e3
orpaHuydeHun. MNpu aTOM WMHOpPMaLMs, KOoTopas MOXeT OocTaBaTbCA B YCTpoWcTBax namaTn obopydosaHus
(Hanpumep, B NpuHTEpax, CkaHepax), AormkHa BbiTb HaAEeXHO yaaneHa (cTepTa).

3.21. KnioyeBble OOKYMEHTbl [AOIKHbI OblTb YHUYTOXEHbl B CPOKM, YKasaHHble B 3JKCMMyaTauMOHHOW W
TEXHUYECKOW AOKYMEHTaLMN K COOTBETCTBYIOLLMM KpUNTOCpeacTBam. Ecnu Cpok yHUUTOXEHUS SKCnyaTauMOHHON 1
TEXHUYECKOW AOKYMEHTaLMEeN He YCTaHOBIIEH, TO KIOYEBbIE JOKYMEHTbI AOMMKHbI OblTb YHUYTOXEHbI He no3gHee 10
CYyTOK Mocre BbiBO4A WX M3 [EWCTBUS (OKOHYaHUSA cpoka pgencteus). PakT yHUYTOXEHWMs OodopMNseTcs B
COOTBETCTBYIOLLUX XXypHanax nodk3eMnnspHoro y4eta. B aTn ke Cpokm C OTMETKOM B TEXHUYECKOM (annapaTtHOM)
XypHane noanexat YHUUTOXEHWI0 pasoBble KIlYeBble HOCUTENM W paHee BBEAEHHas W XpaHsAwasca B
KPMNTOCPEACTBaxX WM  WMHbIX  OOMOSMHUTENbHBIX YCTPOWCTBaX KhwyeBasd WHGoOpmMaumsi, COOTBETCTBYHOLLANA
BbIBEAEHHBIM M3 AEWCTBUS KPUMTOKITHOYAM; XpaHSALWMeCs B Kpuntorpacmyeckn 3allueHHOM BuAe AaHHble criegyeT
nepewwmndpoBaTb Ha HOBbIX KPUMTOKIOYaX.

3.22. Pa3oBble KIOYEBbIE HOCUTENN, a TaKKe ANEKTPOHHbIE 3anncu Kno4eBon nHdopmauum, COOTBETCTBYHOLLEN
BblBEAEHHbIM M3 OEWCTBUS KPUNTOKMOYaM, HEeMnoCpenCTBEHHO B KPUMTOCPEACTBAX WM WHbIX OOMNOMHUTENbHbIX
YCTPOMCTBAX YHUUTOXAIOTCH NOMNb30BaTENSAMU 3TUX KPUNTOCPEACTB CaMOCTOATENbHO NOA Pacnucky B TEXHUYECKOM
(annapaTHOM) XypHane.

KnioueBble [OOKYMEHTbI YHUYTOXalTCA nMOO Monb3oBaTensMyM  KpUNTOCPEACTB, JMOO OTBETCTBEHHBIM
nonb3oBaTeneM KpUNTOCPEACTB MO pPacnucky B COOTBETCTBYIOLLMX >KypHamnax MNO3K3eMMISpHOro y4yeTta, a
YHUUTOXEHNE BonbLIoro o6bemMa KroyeBbIX JOKYMEHTOB MOXET ObiTb 0hopMIIeHO akToM. [TpyM 3TOM Monb3oBaTensam
KpMNTOCPEACTB pa3peLlaeTcs YHUUTOXaTb TOMbKO UCNOSMb30BaHHbIE HENOCPEACTBEHHO UMK (NpedHa3HayeHHble Ans
HUX) KpunToknioun. [locrne yHWYTOXEHUS nonb3oBaTeny KPUNTOCPEACTB  AOMKHbI  yBegoMuTb 06 3TOM
(TenedoHorpammon, yCTHbIM coobLLeHneM No TenedoHy U T.M.) OTBETCTBEHHOrO MONb30BaTeNs KPUNTOCPEACTB AN
CMUCAHNST YHUHTOXEHHbBIX JOKYMEHTOB C UX JIMLEBbIX CHETOB.

YHUYTOXEHME MO aKTy NPON3BOANT KOMUCCUSI B COCTaBe HE MEHEE [ABYX YENOBEK M3 YMcra Nuy, OOMYLEHHbIX K
Monb30BaHWIO KPUNTOCPEACTB. B akTe ykasblBaeTCs, YTO YHMUTOXAETCS U B KakOM KonmuyecTtBe. B koHue akTa
Aenaetcsa utorosas 3anucb (Undpamm 1 NPONMUCbI0) O KONMMYECTBE HaUMEHOBaHWUMA W 3K3EeMMMSPOB YHUYTOXAeMbIX
KMOYEBbLIX [OOKYMEHTOB, WHCTanmnMpYyoLWMX KPUNTOCPEeACTBa HOCUTENEeW, IKCNyaTauMoHHOM W TeXHUYeCcKon
OOKyMeHTauuu. VcnpaBneHuss B TeKCTe akTa AOMKHbl OblTb OroBOPEHbl U 3aBepeHbl MOAMUCAMW BCEX YNEeHOB
KOMUCCUW, TMPUHUMABLUMX Yy4YacTue B YHUYTOXeHMM. O npoBEeOEHHOM YHUYTOXEHUM OernakTca OTMETKM B
COOTBETCTBYIOLLUX XKypHanax No3K3eMMNIIAPHOro yyeTa.

3.23. KpunToknoun, B OTHOLLEHNN KOTOPbIX BO3HWUKMNO NO4O3PEHME B KOMMNpOMETaUmn, a Takke OencTBylolimne
COBMECTHO C HUMW ApYyrue KpMNTOKNoYM HeOBXOAMMO HEMEANEHHO BbIBECTU M3 OEWCTBUS, €CNU MHOW MOPSAOK He
OroBOPEH B 3KCMyaTauNUOHHON N TEXHNYECKOW AOKYMEHTauumn K KpuntocpeacTsam. B upesBbiyariHbIx cny4vasx, korga
OTCYTCTBYIOT KPUNTOKMIOYM AN 3aMeHbl CKOMMNPOMETUPOBAHHLIX, [AOMYCKAaeTCsd MO pPeLleHU0 OTBETCTBEHHOMO
nonb3oBaTens KPUNTOCPEACTB COMMacoBaHHOMY C  OMepaTtopoM,  WUCMOMb30BaHWE  CKOMMPOMETMPOBAHHBLIX
Kpuntoknioven. B atom criyyae nepvop WCMNOMb30BaHWS CKOMMNPOMETUPOBAHHBLIX KPUMTOKMOYEN [OIMKEH ObiTb
MaKCMMarbHO KOPOTKMM, a 3alimiiaemMas MHopMaLms Kak MOXHO MEHee LiEHHON.

3.24. O HapyLLeHusIX, KOTOPbIe MOrYT NMPMBECTU K KOMMNPOMETaLUN KPUMTOKIIOYEN, MX COCTaBHbIX YacTen wunm
nepegaBaBLUUXCA (XPaHALWMUXCA) C MX MCNONb30BaHMEM MEepCoHanbHbIX OaHHbIX, MOMb30BaTenM KpUNTOCPeacTB
064513aHbI coobLaTh OTBETCTBEHHOMY NMOSb30BATENO KPUNTOCPEACTB U (UNn) onepaTopy.

OcMOTp KIHOYEBBIX HOCUTENEN MHOTOKPaTHOrO MCMONb30BaHUSA MOCTOPOHHMMM  NUUaMuM  He  criegyeT
paccmMaTpvBaTh Kak MO403PEHNE B KOMMPOMETALMN KPUMNTOKIIOYEN, €CnvM NpyU 3TOM UCKNoYanacb BO3MOXHOCTb WX
KOMMpoBaHust (YTEHUS, Pa3MHOXEHUS).

B cnyvasx HegocTauu, HenpeabsBrEHWs KYEBbIX [OKYMEHTOB, a Takke HeOMnpeaerieHHOCTn KX
MECTOHaxXOXAEHNS NPUHUMAIOTCH CPOYHbIE MEPbI K UX PO3bICKY.

3.25. MeponpuaTnst No posbICKy W NokanusauuMu MOCNEeACTBUA KOMMAPOMETauMn KrYeBbIX OOKYMEHTOB
OpraHu3yeT 1 OCYLLECTBIISIET onepaTop.

3.26. KrntoueBble OOKYMEHTbI OIS KPpUNTOCPEACTB MU UCXOoAHas KhwdeBas WHdopmauns ans  BbipaboTku
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KrnoYeBbIX JOKYMeHTOB uarotasnusatotcs PCB Poccun Ha [OroBopHOM OCHOBE MnNv nNuuaMu, MMEKLWMMU FIMLEH3NI0
®CB Poccumn Ha geaTenbHOCTb MO M3rOTOBMEHUIO KITHOYEBbLIX AOKYMEHTOB AN KPUNTOCPEACTB.

N3roToBnATb KNioYeBble AOKYMEHTbl M3  WMCXOOHOW  KMYEBOW WHOPMauMM  MOryT —onepaTopbl  WIu
OTBETCTBEHHbIE MOMb30BATENWN KPUMNTOCPEACTB, NPUMMEHSS LuTaTHble KPUMNTOCPEACTBa, €CNW Takad BO3MOXHOCTb
npegycMoTpeHa aKCnyaTaLluoHHON N TEXHUYECKON AOKYMEHTaUMen K KpuntocpeacTeam.

4. Pa3melleHune, cneynanbHoe obopyaoBaHue, oxpaHa
M opraHmsauua pexmma B noMeLleHnax, rge yCTtaHoOBIEeHbI
KpUNTOCpeacTBa UIMM XPaHATCA KIoYeBble JOKYMEHTbLI K HAM

4.1. PasmelleHne, cneunanbHoe o0oOpygoBaHWe, OXpaHa W OpraHu3auus pexuma B MNOMeLleHusX, rae
YCTaHOBMEHbl KPUMTOCPEACTBA WM XPAHSATCA KOYEBble OOKYMEHTbl K HUM (Janee - peXuMMHble MOMeLleHus),
[OIMKHbI 0becneynBaTb COXPaHHOCTb MEPCOHANbHbBIX AAHHbLIX, KPUNTOCPEACTB U KITHOYEBLIX AOKYMEHTOB K HUM.

[Mpn obopynoBaHUN PEXUMHbBIX MOMELLEHUA AOIDKHbI BbINOMHATECA TPEeOOBaHUSA K pasMeLLEeHWMo, MOHTaxy
KPUNTOCPEACTB, a Takke Apyroro obopyaoBaHus, PyHKLUNOHMPYIOLLETO C KpUNTOCPeacTBaMM.

[MepeyncrneHHble B HACTOSILLEM JOKYMEHTE TpebOBaHUS K PEXMMHBIM MOMELLEHUSIM MOTYT He NpegbsaBnsATbLCS,
€CI1 9TO NpeayCMOTPEHO Npasuiamm Nonb3oBaHUA KpUNTOCPeACcTBamMu, cornacoaHHbiMmn ¢ PCB Poccun.

4.2. PexXvMHble NoMeLLleHUs BbIAENsT C Y4eTOM pasmMepoB KOHTPOMUPYEMbLIX 30H, perraMeHTUPOBaHHbIX
3KCNNyaTauuoHHOM U TEXHWYECKOW [OKyMEeHTauuen K kpuntocpeactsam. [omelleHus OOMKHbl MMETb MPOYHbIe
BXOOHblE ABEpPU C 3aMKaMW, rapaHTUMPYIOLLMMU HaOEXHOe 3akpbiTMe nomeleHnn B Hepabouyee Bpems. OkHa
NMOMELLLEHUI, PACNOSIOKEHHbIX Ha MEepBbiX UMW MOCMEAHMX 3dTaxaxX 30aHUN, a Takke OKHa, HaxodslMecs OKOSlo
noXapHbIX NECTHUL, U APYrUX MECT, OTKyAa BO3MOXHO NPOHUKHOBEHNE B PEXUMHbIE MOMELLEHUS NMOCTOPOHHUX Nuu,
HeobxoaMMo obopyaoBaTe METANMYECKMMM PELLETKAMU UK CTaBHAMMU, UM OXPAHHOW CUrHanu3aumnen, unm apyrumm
cpeacTBaMu, NPenATCTBYOLWMMN HEKOHTPONMPYEMOMY MPOHUKHOBEHUIO B PEXMMHbBIE NMOMELLEHUS.

4.3. PasmelyeHue, cneumnanbHoe obOpydOBaHWE, OXpaHa M OpraHusaums pexumma B MOMELLEHUSIX OO0SMKHbI
UCKITHOYNTb BO3MOXHOCTb HEKOHTPOMPYEMOrO NPOHUKHOBEHUSI UK NPEBbIBAHUA B HUX MOCTOPOHHUX NUL, a Takke
NpoCMOTpa NOCTOPOHHUMMW NLIAaMK BeAYLLMXCS Tam paboT.

4.4. PexvMm oxpaHbl NOMELLEHWIA, B TOM YACNE MpaBuria [OoMycka COTPYOHWMKOB U MOCETUTENen B paboyee u
Hepaboyee Bpems, yCTaHaBMMBAEeT OTBETCTBEHHbLIA MONb30OBaTeNlb KPUNTOCPEACTB MO  COMMacoBaHWIO  Mpu
HeOoDOXOAMMOCTU C ONepPaTopoM, B MOMELLIEHUSX KOTOPOrO YCTaHOBMEHbI KPUMTOCPEACTBA WU XPaHATCS KIOYeBble
OOKYMEHTbI K HUM. YCTaHOBIIEHHbIA PEXMM OXpaHbl [OIDKEH MpedycMatpuBaTh MNEPUOANYECKUI KOHTPONb 3a
COCTOSIHMEM TEXHUYECKNX CPEACTB OXPaHbl, €CNN TaKOBble MMEIOTCH, a TakKe YYMTbiBaTb MOSIOXKEHUA HACTOSILLUX
TpeboBaHuiA.

4.5. [1Bepu cneunomMeLLeHNA O0MKHbI ObiTb MOCTOSIHHO 3aKPbIThl HA 3aMOK M MOTYT OTKpbIBATbCA TOMbKO ANS
CaHKLUWOHMPOBAHHOTO NpoXoaa COTPYAHUKOB U noceTutenen. Kniouv OT BXOAHLIX OBEpelt HYMepyloT, YYuMTbiBalOT Y
BblAalOT COTPYAHWKaM, MMEIOLLMM MpaBo JOoMycka B PEeXMMHble MOMELLEHUs, Nof pacrnucky B XypHane ydyeTta
XpaHunuwy. [JyonukaTtbl KNoYen oT BXOAHbIX ABEPEN TakuX NOMELLEHUA CcriefyeT XpaHuTb B cendbe onepatopa uvnuv
OTBETCTBEHHOIO NOMb30BaTENS KPUNTOCPEACTBAMN.

4.6. [Ins npeaoTBpaLleHnst NpoCMOTpa U3BHE PEXUMHBIX MOMELLEHWIA UX OKHA AOSKHbI ObITh 3aLLMLLEHbI.

4.7. PeXvMHble MOMELLEHUS], KaK NPaBUII0, AOMMKHbI ObITb OCHALLLEHbI OXPaHHOW CUrHanNu3aunen, CBSI3aHHOW CO
cnyx6oi oxpaHbl 30aH1S UK OEXYPHBIM MO OpraHv3aumn. VIcnpaBHOCTb CUrHanmM3auum nepuogmdeckn Heobxooumo
NpoBepsATb OTBETCTBEHHOMY MOMb30BATENIO KPUMTOCPEACTB COBMECTHO C MpeacTaBuTenem cryxbbl oxpaHbl Miv
OEXYPHbIM MO OpraHn3auumn ¢ OTMETKOM B COOTBETCTBYHOLLMX XXypHanax.

4.8. [ns XpaHeHUA KIHYEBbLIX [OKYMEHTOB, 3KCMMyaTauMOHHOM W TEXHWYECKOW  AOKYMEHTaLuu,
WHCTannMpylLwmx KpuntocpeactBa HocuTenen OOMKHO ObiTb NpeaycMOTPEHO HeOOXO4MMOE YMCIO HafeXHbIX
MeTannmMyecknx XxpaHunuiy, obopyaoBaHHbIX BHYTPEHHMMM 3aMKaM/ C ABYMSI 9K3eMMNsipaMy KIHOYen U KOL4OBLIMU
3amMKaMu unu npmucnocobneHmammn ansa oneyatbiBaHUSA 3aMOYHbIX CKBaXUH. O4MH 3K3eMnnsAp Kn4ya OT XpaHunuwa
OOIMKEeH HaxoaUTbCH y COTPYAHMKA, OTBETCTBEHHOIO 3a XpaHunuiie. OybnuvkaTtsbl KIMHOYen OT XPaHWNuL, COTPYOHWKU
XpaHAT B cendpe OTBETCTBEHHOIO Nonb3oBaTens KpuntocpeacTts. [ybnukaTt knova OT XpaHunuvwa OTBETCTBEHHOro
nonb3oBaTensd KpUNTOCPEeACTB B OnevyaTaHHOW YNakoBKEe AOMKeH ObiTb nepefaH Ha XpaHeHue onepaTtopy nog
pacnucky B COOTBETCTBYHOLLEM XypHarne.

4.9. Mo okoH4YaHUM pabo4ero OHS PEXMMHOE NMOMELLEHME N YCTAHOBMNEHHbLIE B HEM XpaHWNuLa OOMMKHbI ObiTb
3aKpbIThbl, XpaHMIULLIA ornleYaTaHbl. Haxoaswmecs B NONb30BaHUM KIOYM OT XpaHWMAMLW, OOMMKHbI OblTb CAaHbl noa
pacnucky B COOTBETCTBYIOLLEM >XypHare OTBETCTBEHHOMY MOfb30BaTemNo KPUNTOCpeaCcTB WU YNONHOMOYEHHOMY
(oexxypHOMY), KOTOPbIE XPAHAT 3TW KITYM B IMYHOM UMK crneunanbHO BblAENEHHOM XpaHUMULLE.

Kritoum oT peXrMHbIX MOMELLEHUI, a TakKe KITY OT XpaHUNuLLa, B KOTOPOM HaxodATCH KMYnM OT BCeX APYrux
XPaHUIULL, PEXXUMHOIO NMOMELLEHNUS, B OneYaTaHHOM BUAE LOIMKHbI ObITb CAaHbl Mog pacnvcky B COOTBETCTBYHLLEM
XypHane cnyx0Obl OXpaHbl UMW AEXYPHOMY MO OpraHu3auMu OAHOBPEMEHHO C MNepefadvert nog OxpaHy camMux
pPeXUMHbIX nomelleHuin. [lleyaTn, npegHasHaYeHHble ANA OnevYaTblBaHWUS XPaHUNWULL, [OOMKHbl HaxXOoAUTbCA Yy
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nonb3oBaTenemn KpMnTocpeacTs, OTBETCTBEHHbIX 3@ 9TU XpaHUmnmLLa.

4.10. MNpwu yTpaTe Kro4a OT XpaHUNULLEA UK OT BXOAHOM ABEpU B PEXMMHOE MNOMeLleHMe 3aMoK Heobxoammo
3aMeHuUTb Ny nepeaenaTb ero CEKPeT C N3rOTOBIIEHNEM K HEMY HOBbIX KITIOMEN C AOKYMEHTarbHbIM O(OpPMIIEHNEM.
Ecnn 3amok OT xpaHunuiwia nepegenatb HEBO3MOXHO, TO Takoe XpaHunuuie Heobxogumo 3ameHuTb. [lopsigok
XpaHeHNs KMYeBbIX N APYrMX JOKYMEHTOB B XpaHUMULLE, OT KOTOPOro YTPayeH KoY, A0 U3MEHEHNS cekpeTa 3amka
yCTaHaBnvBaeT onepaTop Unv OTBETCTBEHHbIV NOMb3oBaTenb KPMNTOCPEACTB.

4.11. B 0BbIYHbIX YCIOBUAX PEXMMHbIE MOMELLIEHUS, HAXOAALWMECH B HUX OnevaTaHHble XpaHunuwa moryT ObiTb
BCKPbITbl  TOMbKO  MOMb30BaTENAMU  KPUMNTOCPEACTB, OTBETCTBEHHbLIM MONb30BaTeNieM KpUnTocpeacts  Mmu
onepaTopoM.

Mpu 0BHapy>XeHUN NPU3HAKOB, YKa3blBalOLWMX Ha BO3MOXHOE HEeCaHKUMOHMPOBAHHOE MPOHWKHOBEHWE B 3TW
MOMELLEHUS UMW  XPaHWnULLA MOCTOPOHHWUX Jiul, O CAyYMBLUEMCH [OMKHO ObiTb  HemeaneHHo coobLleHo
OTBETCTBEHHOMY MONb30BATEN0 KPUMTOCPEACTB WM onepatopy. [IpubbiBLUMIA OTBETCTBEHHbIN MNOMb3oBaTenb
KPMNTOCPEACTB AOMKEH OLEHUTb BO3MOXHOCTb KOMMPOMETaUMU XPaHSLUMXCH KNHYEBbIX U APYrMX OOKYMEHTOB,
COCTaBUTb akT U NPUHATb NPU HEOBXOAMMOCTU Mepbl K JloKanu3auuM nocneacTBuin KOMNpOMETauuu nepcoHanbHbIX
OaHHbIX N K 3aMeHe CKOMMPOMETUPOBAHHbLIX KPUMTOKITIOYEN.

4.12. Pa3melleHne M MOHTaX KPUNTOCPEACTB, a Takke Apyroro obopyaoBaHus, (OYHKLMOHUPYIOLWErO C
KpUNTOCpeACTBaMN, B PEXMMHBIX MOMELLEHMAX AOSMKHbI CBECTU K MUHUMYMY BO3MOXHOCTb HEKOHTPONMpYemoro
A0CTyna NOCTOPOHHMX NUL, K yKa3aHHbIM cpeacTBaM. TexHuyeckoe obcnyxvBaHue Takoro obopyaoBaHWs M CMeHa
KPMNTOKINIOYEN OCYLLECTBNAOTCA B OTCYTCTBME NUL, HEe JOMNYLLEHHbIX K paboTe ¢ AaHHbIMU KpUNTOCPEACTBaMM.

Ha BpeMs oTCyTCTBUA Nonb3oBaTenen KpUNToCcpeacTB ykasaHHoe obopyaoBaHMe MpU Hanmmumm TeXHUYECKON
BO3MOXHOCTM JOSKHO ObITb BbIKIIOYEHO, OTKITIOYEHO OT NMMHUM CBA3M M yOpaHO B onevaTtbiBaeMble XxpaHunuwa. B
MPOTMBHOM Cfly4ae MO COrMMacoBaHWO C OTBETCTBEHHbIM MNOMb30oBaTeneM  KpUNTOCPEACTB  Heobxoammo
npegycMoTpeTb OpraHN3aunoOHHO-TEXHNYECKNE Mepbl, UCKIIoYaloLwe BO3MOXHOCTb WMCMOMb30BaHUSA KPUNTOCPEACTB
MOCTOPOHHUMW MLAMMW.

MpunoxeHwne 1
OCHOBHBbIE TEPMWHbI N ONPEOEJIEHNA

BrnokupoBaHne nepcoHanbHbIX AaHHbIX - BPEMEHHOEe npekpalleHve cbopa, cuctemMaTu3auun, HaKoMeHus,
NCMNOMb30BaHWs, pacnpoCTpaHeHNsi MePCOHalbHbIX AaHHbIX, B TOM YACIE UX Nepeaaydu.

HocTtyn K nHdopmaLmm - BOSMOXHOCTb NOMAyYeHUst UHPOPMaLMM 1 ee NCNONb30BaHUS.

MHdopmaLmoHHas cuctema - COBOKYNHOCTb coepxallencs B 6asax gaHHbIX MHpopMauum n obecneunBatoLLmx
ee 06paboTKy MHPOPMALMOHHBIX TEXHOMNOTNA U TEXHUYECKNX CPEaCTB.

WHopmaLmoHHas cuctema nepcoHanbHbIX AaHHbIX - MHOpMaLMOHHAs cuctema, npeacraBnsiowasi cobom
COBOKYMHOCTb MepCOHarnbHbIX AaHHbIX, CoAepXallmnxca B 6a3e AaHHbIX, a TakkKe MH(OPMALUOHHBLIX TEXHOMOTMUA 1
TEXHUYECKNX CPEACTB, NO3BOMSLLNX OCYLLECTBNATL 00paboTKy TaKMX MEepCOHarbHbIX OAHHBLIX C MCMONb30BaHUEM
cpencTs aBToMaTtuaaumm unu 6e3 ncnonb3oBaHnst TakUX CPeacTB.

KoHTponupyemas 3oHa - NpoCTpaHCTBO, B Npedenax KoToporo OCyLecTBNsSeTCA KOHTPONb 3a npebbiBaHuem u
OEeCTBUAMY NnL U (UNW) TPAHCMOPTHBLIX CPEACTB.

[paHULen KOHTPONMPYEMOW 30HbI MOXET OblTb: NEepUMETP OXpaHAEeMOW TeppuTopuM NPELnpUSTUS
(yypexgeHust), orpaxgatoLlime KOHCTPYKLUUN OXPaAHSAEMOro 34aHWsl, OXpaHseMOol YacTu 3[4aHud, BbIOENEHHOro
nomMeLleHus.

KoHduaeHumMansHOCTb NepcoHarnbHbIX AaHHbIX - obs3aTenbHoe Anis cobniogeHus onepatopoM WKW MHbIM
NOMYYMBLUMM OOCTYM K NEPCOHAanNbHbLIM AaHHbLIM NULOM TpeboBaHue He JonycKkaTb X pacnpocTpaHeHnst 6e3 cornacus
cybbekTa nepcoHanbHbIX AaHHbIX UMW HANVYNs MHOFO 3aKOHHOIO OCHOBAHMS.

Kpuntocpeactso - wudpoBansHoe (kpuntorpaduyveckoe) CpeacTtBo, npedHasHadyeHHoe Ang  3awuTbl
MHdopmaumMM, He copepxallen CcBeOeHWNA, COCTaBMSAOWMX rOCyOapCTBEHHYO TawHy. B vacTHoctn, K
KpMNTOCPeACcTBaM OTHOCATCS cpefcTBa Kpuntorpadumdeckon 3awmtbl mHdopmauun (CK3U) -  wudpoBanbHbie
(kpunTorpadguyeckme) cpenctea 3alimTbl MHpOpMaUMM C OrpaHMYEHHbIM AOCTYMNOM, He coaepKalled CBeAEeHWN,
COCTaBMSLNX FOCYAAPCTBEHHYIO TalHy.

Mogenb HapyLmTens - NpeanoroXeHNs 0 BO3MOXHOCTSX HapyLUUTENs, KOTOPble OH MOXEeT MCMonNb3oBaTb AnNS
pa3paboTku 1 NpoBeaeHns aTak, a Takke 06 orpaHNYEHUsIX Ha 3T BO3MOXKHOCTH.

Mogenb yrpo3s - nepeyeHb BO3MOXHbIX Yrpo3.

O6paboTka nepcoHanbHbIX OaHHbIX - OENCTBUS (omepaumu) C MepcoHanbHbIMU AaHHbIMK, BKYas cbop,
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"Tunosble TpeboBaHMa NO opraHM3aunn n obecneveHnto

hYHKUMOHNPOBaHUS WncpoBasbHbIX (KpUNTorpaduyeckmnx) [JoKyMeHT npepocTasneH KoHcynbranTlaoc
CpeacTB, NpeAHa3Ha4veH... [lata coxpaHeHus: 31.08.2015

cMcTeEMaTU3aumto, HakonneHue, XxpaHeHne, yTouHeHne (06HOBNEHNE, M3MEHEHUE), NCMOSb30BaHUE, pacnpocTpaHeHne
(B TOM Yncne nepegavy), obesnnuuBaHue, 6NOKNpoOBaHNE, YHUYTOXEHNE NEPCOHANbHbLIX OAHHbIX.

OO6LenoCTyNHbIE NEPCOHAanbHblE AaHHble - NepcoHanbHble AaHHble, AOCTYN HEOrpaHWYeHHOro Kpyra nuy K
KOTOpPbIM MPeAOCTaBMeH C cornacus cybbekTa nepcoHanbHbIX [AaHHbIX WM Ha KOTOpble B COOTBETCTBUM C
denepanbHbIMK 3aKOHaMK He pacnpocTpaHsieTcs TpeboBaHmne cobnogeHnst KoHUAEHUNANbHOCTY.

OnepaTtop - rocydapCTBEHHbIA OpraH, MyHMUUMNanbHbBIM OpraH, lpuavyeckoe unu uandeckoe nuuo,
opraHusylowme un (Mnu) ocyllectensiowme obpaboTky nepcoHanbHbiX AaHHbLIX, @ Takke onpegenswoowme uenu u
coaepxkaHue o6paboTkm nepcoHarnbHbIX AaHHbIX.

MepcoHanbHble gaHHble - nobas uHdopmaums, OTHOCALWAsCA K onpeaenieHHoOMY UInu onpeaenseMoMy Ha
OCHOBaHWUM Takon UHdopmaunm nsmdeckomy nmuy (CyobekTy nepcoHanbHbIX AaHHbIX), B TOM 4ucne ero damunus,
UMS, OTYECTBO, rof, Mecsl, AaTa U MECTO POXAEHUSA, afpec, CEMeNHoe, couunanbHoe, MMYLLECTBEHHOE MOJSIOXKEHME,
obpasoBaHue, npodeccus, goxoabl, Apyras nHdopmMaLlms.

Monb3oBatens - NULO, y4acTBylOLLee B 3KCMnyaTauuyM KpuntocpeacTsa UMM Ucnosb3ylollee pesynbTaTtbl ero
PYHKLMOHNPOBAHUA.

PacnpocTtpaHeHne nepcoHarnbHbIX aHHbIX - 4EVCTBUS, HamnpaBfieHHble Ha nepefadvy MepcoHanbHbIX AaHHbIX
onpefeneHHoMy Kpyry nuy, (nepegaya nepcoHarnbHbIX AaHHBIX) UMW HA O3HAKOMSIEHWE C MePCOHanbHbIMW AaHHbIMM
HeorpaHM4YeHHOro Kpyra vy, B TOM 4ucne oOHapo4oBaHME MepcoHamnbHbIX AaHHbIX B CPeACTBax MacCcOBON
nHdopmaumm, pasMelleHme B UHEPOPMAaLMOHHO-TENEKOMMYHUKALMOHHBIX CETSAX WK MpefocTaBneHne gocTtyna kK
nepcoHarnbHbIM OAaHHbIM KaKMM-nMOOo NMHBIM COCOOOM.

PexumHble noMeLwleHna - noMmelleHnd, rae yCtaHoBleHbl KpunTtocpenctea UM XpaHATCA KrnioveBble JOKYMEHTDI
K HUM.

CpenctBo 3awWmTbl MHAOPMaLUK - TEXHMYECKOEe, MPOrpaMMHOE CPeACTBO, BEWECTBO M (Mnv) martepwan,
npegHasHa4YeHHbIe UK NCMONb3yeMble NS 3alLMTbl MHpopMauuu.

LLndpoBanbHble (kpuntorpaduyveckme) cpeacTea - KpUnToCpeacTBa:

a) cpencTBa WM@POBaHMA - annapartHble, NporpaMMHble U annapaTHO-NPOorpaMMHbIe CPeAcTBa, CUCTEMbI U
KOMMMEKChbl, peanuayloLime anroputMbl Kpuntorpaduyeckoro npeobpasoBaHus MHPOPMaUMUM U NpegHasHavYeHHble
ansa  3awmTtbl uMHdopmauuM nNpu nepefade Mo kaHanam cBsAsM M (M)  ANs  3aWwmTbl  MHpopMauum  oT
HeCaHKLUMOHMPOBAHHOIO A0CTyNa npu ee 06paboTke 1 XpaHeHuu;

0) cpeacTBa MMMUTO3ALLMTHI - annapaTHble, NPOrpaMMHbIE M annapaTHO-NPOrpaMMHbIE CPEeACTBa, CUCTEMbI U
KOMIMIIEKChI, peanuayloLme anropuTMbl Kpuntorpaduyeckoro npeobpasoBaHMs MHPOPMaUMM U NpegHasHavyeHHble
ONs 3aWmMThbl OT HaBA3bIBAHNS NOXHOW MHAOpMauuu;

KoHcynbTaHTlnoC: NnpuMmeyaHue.

B cootBeTctBUM ¢ PepepanbHbiM 3akoHOM oT 06.04.2011 N 63-®3 (peg. ot 02.07.2013) B cnyyasx, ecnum
denepanbHbIMU 3aKOHaMM 1 MHBIMU HOPMAaTUBHBIMY MPaBOBbLIMM akTamu, BCTynusLIMMK B cuny Ao 1 nong 2013 roga,
npeaycMOTPEHO UCMOSb30BaHUe 3NeKTPOHHOW LiMdPOBOM MOAMUCK, UCMONb3YeTCs YCuNeHHas KBanudguumpoBaHHas
3NEKTPOHHasA 0oAnUCh.

B) CpeAcTBa 3MEeKTPOHHOM UMPOBON MOANMUCU - annapaTtHble, NPOrpaMMHbie W annapaTHO-MPOrpaMMHbIe
cpencTtea, obecneumBaloLMe Ha OCHOBE Kpuntorpaduyeckux npeobpasoBaHui peanusaumio XoTss Obl OQHOW U3
cnegylowmnx (YHKUURA: co3gaHue SMNeKTPOHHOW UMdpoBOW MNOAMMCU C  UCMOSIb30BaHWMEM  3aKpbITOrO  Kfkoya
3ANEKTPOHHOW LUMdPOBON NOANNCK, NOATBEPXKAEHMNE C UCMOMb30BAHWEM OTKPLITOrO KItoYa 3MeKTPOHHOW uudpoBon
NOANUCU NOAMMHHOCTU SMNEKTPOHHOW LM(POBOM MOAMUCK, CO3[AaHUE 3aKpbITbIX U OTKPbITbIX KMOYEeN INEKTPOHHOW
LMdpoBOM NOANUCH;

r) cpegoctBa KOOWPOBaHUSA - CpeacTBa, peanuaylolime anropuTMbl  Kpuntorpadudeckoro npeobpasoBaHus
MHOPMaLMM C BbINOMHEHWEM YacTu npeobpas3oBaHWss MNyTEM Py4YHbIX OnepauvMm WM C  WUCMOSIb30BaHMEM
aBTOMaTU3MPOBaHHbIX CPEACTB Ha OCHOBE Takux onepauui;

A) cpeacTBa U3roTOBMEHUS KNIOYEBbIX JOKYMEHTOB (HE3aBMCMMO OT BUAA HOCUTENS KINIOYEeBOW UHOpMaLnK);

€) KnoyeBble JOKYMEHTbI (HE3aBUCUMO OT BMAA HOCUTENS KNKOYEBON MHopmMaLumn).

Mpunoxexune 2

TUMOBAA ®OPMA
XXypHana noak3eMnnisapHoOro yyeTa KpUNTocpeacTs,
3KcnnyaTauMoHHOM U TEXHUYECKOWN JOKYMEHTauum
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"Tunosble TpeboBaHMa NO opraHM3aunn n obecneveHnto
hYHKUMOHNPOBaHUS WncpoBasbHbIX (KpUNTorpaduyeckmnx)
CPeacTB, NpeaHa3HayeH...

[okyMeHT npepoctasneH KoHcynbranTntoc
[ata coxpaHenus: 31.08.2015

K HAM, KIO4YeBbIX JOKYMEHTOB

N HammeHOBaHME PerncrpaunoHHele |Homepa OrmMeTka O OrmMeTka O
n/n| xpunrocpencrea, HoMepa CK3I, SK3EMILJIAPOB MIOJIyYEeHUN BEIIIAUE
BKCIIJIyaTaluMOHHOM | 3KCIJIyaTalMOHHOM | (KpunTorpa-
U TeXHUUEeCKOMU M TeXHUUEeCKOM brueckue oT IaTra u ®.1M.0. |IDaTra u
OOKYMEeHTaluumum K OOKYMEeHTaluumum K HOMepa) KOTO HOMEP IIOJIB30— | pacnm-—
HVIM, KJIIOUYEBBIX HIVM, HOMeEpa cepmﬁ KJIIOUEBBIX IIOJIYy— [ COIIPOBO— | BATENA CKa B
IOJOKYMEHTOB KJIIIOUEBEIX OJOKYMEHTOB YEeHEL INTeJlb— KPUIITO— | IIOJIY —
IOOKYMEHTOB HOTO CpencCTB |YeHUN
nmceMa
1 2 3 4 5 6 7 8
OrTMeTKa O HOonkJIoueHuyu (ycraHoBke) CK3U OrmMeTka 00 msbaTHMM CK3U us pumMe-—
arrapaTHEIX CpedCTB, YHUUTOXEHUMN JaHne
KJIOYEBEIX HOKYMEHTOB
®.1.0. noje30BaTe- |(JaTa NOIOKJIOYEHMUSA Homepa annapatHex [JaTa ®.1.0. nomne30-|Homep
JIg KPUIITOCPEenCcTB, (ycTaHOBKM) M NOL- |CPEOCTB, B KOTOpPHE |u3bATMA |Batrensa CK3H, akTa uin
NPOM3BOOMBIIETO Oucu Jul, OPOU3-— YCTaHOBJIEHE WM K [ (YHMYTO- [[IPOM3BOIMBIIETO [ pacHucKa
IIOOKJIUEeHMEe BeUMX IIOOKJIIOUEHME | KOTOPEIM [MOIOKJIIYEHEL XeHMH) n3IBATUES 06 YHUY—
(yCTaHOBKY) (yCTaHOBKY) KPUIITOCPEenCcTBa (YHUUTOXEHME) TOXEHUM
9 10 11 12 13 14 15
Mpunoxexue 3
TUMNOBAA ®OPMA
TEXHUYECKOro (annapaTHOro) XXypHana
N [(HDara|Tun u 3anmucm JIcriosib3yeMble KPMIITOKJIIOYM OrmeTka 00 |[lIpume-—
/o permcT- |00 00— YHUUTOXEHUM |daHMe
PaLMOH— | CITyXM— (cTupaHmn)
HEIE BaHMIO
HOMepa |kpunto-|Tun Cepunuet, |Homep paso-|lara|llognucsk
JMICIIOJIBE — [ CPeOCTB | Kjue— | KPUIITO— BOTI'O KJIOUE— IOJIb30~
3YEMBIX BOTO rpadpuyuec—- [BOro HoOCHU-— BaTeJNA
KPUITO— OOKYy— |KUM HOMEDP |Teysa uiu KPUIITO—
cpencrs MEeHTa |¥ HOMep 3OHBl KPUII— cpencTs
SK3EeMIJIA—- | TOCPencTs,
pa KJiwoue-|B KOTOPYO
BOT'O BBEIOEeHH
IOKYMEHTa | KPUIITOKJIIoUM
1 2 3 4 5 6 7 8 9 10
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